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ABSTRACT

The Data Privacy Assessment Tool for Health (D-PATH) is a proof-of-concept online tool
designed to help users intending to share biomedical data identify applicable legal
obligations and relevant best practices. D-PATH provides a series of simple questions to
assess important aspects of the data sharing task, such as the user’s legal jurisdiction
and the types of entities involved. Based on the combination of answers that the user
provides, D-PATH will generate a list of privacy obligations and security-best practices,
categorized into themes of 1) accountability, 2) lawfulness of storage, transfer, and
protection, and 3) security and safeguards that will likely apply in the user’s scenario.
Currently, the D-PATH focuses on Canadian and European privacy laws and various
global best-practice policies, but there are plans to extend this in later iterations of the
tool. D-PATH was developed specifically to inform users about their legal privacy
obligations and best practices and was written to facilitate compliant and ethical data
sharing. As a proof-of-concept, D-PATH demonstrates the potential value of a tool in
simplifying and translating complex concepts into more accessible formats. Such a tool
can be adapted and valuable in many different contexts, such as training core
researchers in data sharing laws and practices.
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RESUME

L'outil d’évaluation de la confidentialité des données dans le domaine de la santé (D-
PATH) est un outil de preuve de concept en ligne congu pour aider les utilisateurs,
ayant l'intention de partager des données biomédicales, a identifier les obligations
juridiques applicables et les meilleures pratiques pertinentes. D-PATH propose une
série de questions simples afin d’évaluer les aspects importants du partage de
données, comme la juridiction de I'utilisateur et les types d’entités concernées. En
fonction de la combinaison de réponses fournies par l'utilisateur, D-PATH géneére une
liste d’obligations relatives a la protection de la vie privée et de pratiques exemplaires
en matiere de sécurité, classées selon les themes suivants : 1) responsabilité, 2)
légalité du stockage, du transfert et de la protection, et 3) sécurités et mesures de
protection qui s’appliqueront vraisemblablement au cas de l'utilisateur. Présentement,
D-PATH se concentre sur les lois canadiennes et européennes en matiere de protection
de la vie privée, ainsi que sur diverses politiques mondiales de pratiques exemplaires,
mais il est prévu d'étendre sa zone d’application dans les versions ultérieures de I'outil.
D-PATH a été rédigé pour faciliter un partage des données conforme aux normes
juridiques, éthiques et aux pratiques exemplaires. En tant que preuve de concept, D-
PATH démontre la valeur potentielle d'un outil pour simplifier des recherches complexes
dans des formats plus accessibles. Un tel outil peut étre utilisé dans de nombreux
contextes, incluant celui de la formation des chercheurs aux lois et pratiques
exemplaires du domaine du partage des données.

Sharing
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INTRODUCTION

[1] The scientific and technological progress of the past few decades has created a
reality where data generation is at an unprecedented rate. In this context, it is no
surprise that biomedical research is increasingly data-centric (Leonelli, 2016, pp. 13-20 ;
Kaye, 2012, pp. 415-431). Biomedical research is also more globalized, with research
increasingly being conducted internationally and more reflective of human diversity
(Middleton et al., 2020, pp. 743-752 ; Gurdasani et al., 2020, pp. 184-186 ). The
volumes of data generated have the potential to help discover more effective ways to
diagnose, manage, treat, and even prevent diseases. Under these circumstances, the
advancement of biomedical and health research requires policies and practices that
allow researchers and companies to share their data responsibly (Kalaitzopoulos, Patel
& Younesi, 2016, p. 36).

[2] Responsible data sharing elicits many benefits. Data sharing has the potential to
significantly strengthen academic research, clinical medicine, and public health as it can
promote more transparent practices, facilitate collaboration, enable data reuse, reduce
effort duplication, contribute to reproducibility and replicability, inform public health
policies, reduce research timelines, promote diversity in research, and overall further
research discovery (Stark et al., 2020 ; Chawinga & Zinn, 2019, pp. 109-122;
Levenstein & J Lyle, 2018, pp. 95-103 ; LeBel, Campbell & Loving, 2017, pp. 230-243 ;
Hulsen, 2020 ; Fidler & Wilcox, 2018 ; Granados Moreno, Joly & Roskams-Edris, 2020,
pp. 119-180). Likewise, data sharing is conducive to realizing the human right to
science and is considered a social good (Knoppers & Beauvais, 2021). Indeed, when
data sharing policies enable more universal access to research resources (including
raw data), they allow a more equitable circulation of the benefits of science and a more
equal distribution of scientific progress (Knoppers & Beauvais, 2021 ; Harris &
Wyndham, 2015, pp. 334-337 ; Knoppers et al., 2014, pp. 895-903).

[3] Ultimately, many benefits of data sharing can depend on the research participants
willingness to provide their data for broad sharing. This trust depends on the research
community to show that data is managed, shared, and used responsibly. Responsible
data sharing requires respecting the interests and fundamental human rights of those
whose data are shared. Studies show significant public concern about the potential for
unauthorized data access and misuse (Trinidad, Platt & Kardia, 2020, pp. 1-10).
Accordingly, entities such as genomic databases abide by robust privacy and security
policies and mechanisms to protect the personal information of participants. Data
privacy laws and ethics guidelines also impose this obligation on data processors.
However, privacy can be a very complex matter because a plethora of intricate norms
and agreements at the international, regional, and national levels govern it (Saulnier et
al., 2019). Although there may appear to be an irreconcilable tension between
participant rights (such as privacy) and facilitating broad accessibility in data sharing,
this is not the case. Data sharing and privacy are not mutually exclusive endeavours.
For example, one mechanism that allows for a favourable balance is controlled access
(Joly et al., 2016, pp. 1150-1154). In controlled access, researchers can submit data
access requests to a Data Access Committee (DAC). The DAC may then verify the
researcher’s credentials and the proposed project protocol, and formally impose limits
on how the data may be used. Leveraging such mechanisms, data consortiums such as
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the International Cancer Genomic Consortium (ICGC) have found continued success in
facilitating responsible data sharing (Joly et al., 2012).

[4] Although there are channels for balancing data sharing and privacy, the legal,
ethical, and policy aspects of biomedical data sharing are not always apparent.
Navigating through the applicable regulatory systems is nontrivial. With this in focus, the
Data Privacy Assessment Tool for Health (D-PATH) was devised to help data
processors® to navigate through complex data privacy regulatory systems and provide
them with a concise, accessible overview of the applicable obligations and standards
that they need to meet to engage in responsible data sharing (see Figure 1 for a
diagram of laws and best practices considered by the tool.). This article outlines the
motivations that led to the development of D-PATH, its objectives, features, and our
plans for future developments.

THE NEED FOR PRIVACY-COMPLIANT DATA SHARING

[5] While there is a growing agreement on the beneficial impact of FAIR (Findable,
Accessible, Interoperable and Reusable) data sharing on scientific progress and the
human right to science, the importance of protecting the privacy of those whose data is
being shared is undeniable, and as a fundamental right, it needs to be upheld and
emphasized (Health Canada, 2006). Privacy protection contributes to safeguarding
people’s autonomy and dignity, and it helps prevent the misuse of personal information,
thus, protecting people against undue exclusion or interference (Knoppers & Beauvais,
2020, pp.454-457 ; McFarland, 2012). This is particularly pressing when the shared
data is health-related and genetic (Knoppers & Beauvais, 2020 ; Knoppers & Beauvais,
2021). Countries have enacted privacy® laws and policies to regulate the sharing of
personal data to protect individuals’ privacy (Office of the Privacy Commissioner of
Canada, 2018 ; European Parliament, 2016). Institutionally, different policies have also
been created to promote research practices that protect data privacy'©. Compliance with
these practices, mechanisms, and policies enables the safe and legally compliant use of
data (Stark et al., 2019). Privacy also serves an essential role in data sharing by
contributing to participants trust in the research projects sharing data (Kaye, 2012 ;
Health Canada, 2006 ; Kalaitzopoulos, Patel & Younesi, 2016).

[6] Despite the critical role that existing privacy laws and policies play in promoting
responsible and safe data sharing, the process can sometimes hinder data sharing
practices (Kalaitzopoulos, Patel & Younesi, 2016). Compliance with all relevant privacy
laws is complex, particularly when data is shared across national and international
borders, as these laws vary with each jurisdiction (Chawinga & Zinn, 2019). A similar
situation can occur with respect to institutional and funding agency policies that may
impose obligations regarding data sharing, data security, and privacy (/did.) On the one
hand, there can be confusion and uncertainty on which policies to follow and how to

Sharing

8 For purposes of this article, the term data processor refers to an individual, entity or organization that either personally or through a project collects, records, organizes, structures, stores,

adapts or alters, retrieves, consults, uses, discloses, transmits, disseminates, or otherwise makes available, aligns, combines, restricts, erases, or destroys data.
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9 While some jurisdictions distinguish between Privacy and Data Protection, data protection is generally seen as falling within the broader concept of privacy. For the purposes of this paper,

in the context of legislation, the broader term of privacy will be used to describe both privacy and data protection laws.
10 These various laws and policies can vary widely in their scope and content. For example, some of these laws and policies specifically reference using technological tools such as

firewalls, encryption, and data de-identification to better protect individual privacy (e.g., see the GA4GH Data Security Infrastructure Policy (2019)
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achieve coherence and interoperability among them. In other cases, the effect can be
even more serious, as data sharing and data privacy policies can seem contradictory.
Such a lack of uniformity can create compliance challenges, as researchers can
encounter considerable uncertainty concerning which path they should take (Saulnier et
al., 2019).

[7] Bearing this in mind, more work needs to be done to simplify and harmonize global
data governance frameworks. It is also possible to ameliorate these data sharing
challenges by developing computational tools that guide researchers and data
processors, helping them navigate the privacy laws across systems and countries. This
is the central purpose behind D-PATH’s development as a proof-of-concept tool.

RESULTS

DATA PRIVACY ASSESSMENT TOOL FOR HEALTH (D-PATH)

[8] The Data Privacy Assessment Tool for Health (D-PATH) is a first-of-its-kind, proof-of-
concept, online tool whose purpose is to facilitate data sharing activities in the context of
biomedical and health research to meet the applicable ethical, legal, and professional
requirements associated with privacy. While not equivalent to formal legal advice, D-
PATH aims explicitly to assist researchers, data hosts, service providers, and other
relevant stakeholders in protecting the privacy of the health-related' (National Cancer
Institute, 2020) datasets they process in a responsible, accessible, and compliant
manner.

[9] D-PATH was developed in the context of the EpiShare project, based in Montreal,
Canada. EpiShare is working on a web-based platform to make epigenetic data'?2 more
easily discoverable and accessible. The project started as a collaboration with the
International Human Epigenome Consortium (IHEC) and the Encyclopedia of DNA
Elements (ENCODE) and was selected as a collaborative GA4GH driver project
(EpiShare, 2019). Within EpiShare, datasets are processed to generate searchable
metadata on epigenomic features. Each EpiShare implementation (repository of
epigenomic data) shares metadata on available datasets following GA4GH metadata
specifications. It allows for the exploration of genome/epigenome interactions by
showing the effect of specific genomic variants on a set of epigenetic experiments, such
as RNA-Seq, ChIP-Seq and ATAC-Seq (Bourque & Joly, 2017). While the process
described here makes epigenomic data more efficient and secure, it remains essential
to carefully assess the privacy and confidentiality implications of this innovative data

sharing process.

buneys
Bleq [eaipawolg 10} (YijesH 104 [00] Juawissassy AoeAlid Bled) Hivd-d

[10] D-PATH was devised to address these types of concerns by enabling responsible
data-sharing practices to access and visualize large epigenomics datasets and launch
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11 While D-PATH and EpiShare handle both, epigenetic and epigenomic data and, therefore, we use these terms interchangeably, it is important to be aware of their specific focus.

Epigenetics “focuses on processes that regulate how and when certain genes are turned on and turned off; while epigenomics pertains to the analysis of epigenetic changes across many

genes in a cell or entire organism.”

12 Epigenetics is the study of reversible modifications on the genetic material of cells, affecting gene expressions mechanisms. These modifications are partly inherited and partly

imputable to environment and life habits.
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multi-omics analyses in those datasets in the EpiShare Portal and potentially other
similar platforms (/bid.) Given the context in which D-PATH was created, the initial
version of the tool focuses primarily on Canadian law and, more specifically, on the
privacy laws of the province of Quebec. However, positive comments received during
the development and pilot phases led us to broaden the scope of the proof-of-concept
tool to encompass more of Canada’s privacy laws, best practices, and some key
European and U.S. norms'3. D-PATH is built based on a decision tree that navigates
through all these complex conditions, scenarios, and exceptions. Please see Figure 4
regarding how D-PATH classifies the information in question based on the user’s inputs.
Please also see Supplementary Table 2 to reinforce the logic of the information
classification being used throughout D-PATH in the Canadian legislative context.

A CONVIVIAL USER EXPERIENCE

[11] D-PATH begins by asking users to respond to a first set of simple, lay format,
queries about the type of activities they engage in with respect to the data in question.
For instance, the tool asks about the relationship the D-PATH user has with the data:
whether it is an individual, entity or organization that, either personally or through a
project, collects, records, organizes, structures, stores, uses, discloses, makes available
or destroys (jointly referred to as processing'4) data and their role (data steward/user) or
whether they are individuals who have contributed their own personal health-related
data to a project (data donor). Depending on their answers, users will be firstly
categorized as data stewards/users'® data donors'®. Those who fall in the data
stewards/users category can continue using the tool to know their main privacy and
data protection-related obligations and best practices. Others will be re-directed toward
general resources more appropriate to their situation.

[12] The next set of questions focuses on 1) the country or region where the project/
organization is established, 2) whether the study monitors the behaviour of individuals,
and if that is the case, the location of those individuals whose behaviour is monitored,
and 3) whether the study returns individual results, and if that is the case, the location of
those individuals whose results are being returned. The answers to these questions
provisionally determine the possible applicable jurisdiction(s). The tool then asks an
additional set of queries to assess the nature of the data being processed, which is
determined by the identifiability level of the data. These additional queries aim to
determine whether the processed data is considered personal information'”. With these
answers, the tool will determine whether privacy laws, in general, apply to the data.
These two sets of questions (i.e., regarding geographical locations and nature of the
data) are designed to establish the first level of applicable jurisdiction to determine the

13 See Figure 1 for an overview list of legislation considered in the D-PATH tool.

14 The term “processing” has two slightly different meanings depending on whether it is in the context of Canada or Europe. Processing of personal and personal health information in the
Canadian context comprises collection, storage, use, disclosure, and/or communication. The European GDPR defines processing as “any operation or set of operations which is performed

on personal data or on sets of personal data, whether or not by automated means, such as collection, recording, organisation, structuring, storage, adaptation or alteration, retrieval,

consultation, use, disclosure by transmission, dissemination or otherwise making available, alignment or combination, restriction, erasure or destruction.” D-PATH aligns with the latter.

15 Within D-PATH, data steward/user refers to an individual, entity or organization that either personally or through a project collects, records, organizes, structures, stores, adapts or alters,

retrieves, consults, uses, discloses, transmits, disseminates, or otherwise makes available, aligns, combines, restricts, erases, or destroys data.
16 Data donor or data subject refers to the individual whom the data is about. In other words, it is the research or study participant.

17 Determining whether data is personal or not can sometimes be a very complex task. The limitations of this are further discussed in the Areas of future improvements section.
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legislation relevant to D-PATH’s users. At this level, D-PATH gives two types of answers.
It determines whether the data being processed is personal information and therefore
protected by privacy laws'8. It also provides the first set of responses regarding the
applicable jurisdictions.

[13] In the cases where the applicable jurisdiction is Canada, D-PATH continues with
further questions about the institution to which the steward/user is affiliated. The
steward/user can be affiliated, for example, with the Canadian federal government, the
provincial governmental institution, a private organization, or it could be an individual in
the course of commercial activities, a federally regulated business, a member of the
MUSH sector (Municipality, University, School, or Hospital) or a healthcare professional.
D-PATH then asks the specific province within Canada in which the steward/user’s
institution is located. Depending on the type of institution to which the steward/user is
affiliated, as well as the province selected, D-PATH provides a much more detailed
enumeration of the applicable legislation. The responses displayed by D-PATH at this
level identify the specific law(s) applicable to the specific situation its users describe. In
addition to the names of the applicable privacy laws and the list of legal privacy
obligations, D-PATH provides a list of recommended measures or actions compliant
with international best practices or standards on privacy and data protection. While
compliance with these practices is not legally required, adherence to them can facilitate
interoperability and collaboration among projects and can also guide data stewards/
users on how to process health-related information in general responsibly (GA4GH,
2014).

[14] D-PATH’s legal privacy obligations and recommended measures are organized in
sections: a) laws organized by jurisdiction and b) best practices. The obligation and
measures are classified into three broad categories: 1) Accountability, 2) Lawfulness of
use, storage, transfer, and protection, and 3) Security and safeguards?®. The categories
in each tab aim to help D-PATH’s users understand where specific duties fall within the
more general categories of obligations. For this same reason, the obligations are
drafted in lay terms. Each obligation listed includes references to the documents or laws
requiring it. The three categories were chosen for their intuitiveness and simplicity while
being sufficiently broad to describe the various obligations from several different privacy
and data protection laws and best practices. These categories also aim to group similar
obligations together based on content and meaning regardless of their differing
jurisdictions. For example, under Accountability, the relevant Quebec laws may require
the data-sharing organization to identify and designate a person responsible for
complying with said law. In content, this resembles the GDPR’s requirement of having a
Data Protection Officer to inform, monitor, and advise on data protection obligations.
The two are similar in content and grouped together for intuitiveness.
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18 Again, the exact point of when data becomes identifiable and therefore personal is a highly complex and contextual situation. There are various approaches for considering this topic
from differential privacy and statistical approaches to jurisprudence. This a meaningful dissection of the topic is beyond the scope of the paper. This will be further expanded upon in the

Areas of future improvements section.
19 See Table 1 for screenshots of some of the obligations and recommended measures displayed by D-PATH in compliance with Canadian-Quebec privacy laws, EU GDPR, and best

practices as an example.
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[15] The initial version is focused on Canada and Quebec data privacy laws.
Consequently, when the applicable jurisdiction is Quebec, the answer displayed
includes a precise list of privacy obligations. However, when the applicable jurisdiction is
a Canadian province other than Quebec, D-PATH displays the specific law (not the
specific legal obligations) applicable to the situation described in the users’ answers.
Similarly, when the applicable jurisdiction is the United States or the European Union20
(European Commission, 2021). D-PATH displays the name of the main applicable
privacy laws in those jurisdictions. However, the answer displayed in these cases does
not include a list of specific privacy obligations, as it does when the jurisdiction is
Quebec, Canada. D-PATH also provides a general list of the main privacy obligations
set out in the General Data Protection Regulation (GDPR)2'. Finally, when the
applicable jurisdiction is other than Canada, the European Union, or the United States,
D-PATH simply suggests consulting the privacy legislation of that specific country
without providing any specific details about the applicable law or privacy obligations. In
the future, D-PATH can be expanded to provide increased jurisdictional coverage.

METHODS

[16] D-PATH’s interface is written in JavaScript along with the React Library, which is a
component-based library used for front-end development, the part of the system that the
user interacts within the browser. The main functionality of the tool is implemented as a
decision tree. For example, in Figures 2, 3 and 4, the applicable law(s) depends on the
users’ input regarding the description of information. D-PATH’s tree consists of two main
components: 1) the geographical location of the data and the individual(s) associated
with the data in question and 2) whether the data is personal information. As an
application, D-PATH is relatively simple since it is mainly built with React without a back
end, meaning it has neither a database nor a server. The application comprises a
landing page, forms working in tandem to implement the decision tree, and a page with
the final assessment. D-PATH’s source code is available at https://github.com/c3g/d-
path under the free and open-source software license Apache 2.0 license (GNU, 2010).
Furthermore, please see Figure 5 regarding the logic used in the decision-making tree.

The online version of the tool can be found at: https://www.computationalgenomics.ca/
tools/d-path

Sharing

DISCUSSION

SIMILAR TOOLS AND CHALLENGES

[17] Some existing tools share some similarities with D-PATH; however, none allow for
a comparative analysis of legal and policy requirements required for data sharing at the
level of granularity provided for by D-PATH. For example, DAISY is a software tool that
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20 While we use the term European Union for purposes of convenience, technically, we are referring to the European Economic Area, which includes the countries of the European Union

and three countries of the European Free Trade Association (Iceland, Liechtenstein, and Norway).

21 Given the extraterritorial applicability of the European GDPR, it may apply to Canadian D-PATH users who work in projects located in the European Union, who monitor the behaviour of

individuals located in the European Union, or who return individual results to people located in the European Union.
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facilitates compliance with the GDPR accountability requirement (Regina Becker et al.,
2019) while the Data Stewardship Wizard (DSW) proposes a dynamic web forms
system to help researchers compose data management plans (DMPs) that also meet
FAIR requirements (DSW, 2020). Another such tool, the Covered Entity Guidance tool
(CMSgov, 2020), was created to help organizations or individuals determine if they are
a “covered entity™2 under the Health Insurance Portability and Accountability Act
(HIPAA) and therefore obligated to comply with the Act (OHSU, 2020). As can be
gathered from their description, many of these tools are also jurisdiction-specific and of
limited use for international data sharing.

[18] The principal challenge encountered in the development of D-PATH arises from the
complexity of legal privacy systems, both nationally and internationally, as well as the
globalized nature of data-intensive research. In Canada alone, there are over 20 federal
and provincial privacy laws, characterized by unique applicability rules, regulated
subjects, and provisions. The intricate process of documenting the content of these laws
for the efficient organization through a decision tree is a time-consuming endeavour.

[19] Moreover, certain legal nuances are difficult to capture and represent within the
tool’'s format. One notable example is the distinction between information deemed
“public information” and information merely “publicly accessible.” Legally, there is a
significant difference between the two, such that truly public information can be used
with few or very few restrictions. However, information that is merely publicly accessible
still holds privacy and use restrictions (Office of the Privacy Commissioner of Canada,
2020). In addition to the previously mentioned complexities, privacy laws in different
countries often lack alignment despite sharing crucial similarities. This misalignment
greatly complicates the integration of legal privacy systems into a comprehensive tool
such as D-PATH.

[20] With the ongoing scientific and technological progress surrounding biomedical and
health research and accompanying data-sharing infrastructures, the promised benefits
of the field appear to be within our reach. The infrastructures and mechanisms to
process and share the associated data allow researchers to continuously grow its
volume, improve its quality, and better understand its interconnections with other data
and other fields of knowledge (Kalaitzopoulos, Patel & Younesi, 2016)
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[21] Research participants and the public generally trust scientific projects when their
interests and fundamental human rights are respected. As such, it is of prime
importance not only to encourage practices of responsible and privacy-compliant data
sharing but also to develop policies, guidelines, frameworks, and tools that enable
researchers to implement them (Stark et al., 2019). This prompted the creation of
EpiShare and D-PATH.

[22] EpiShare aims to uphold the public’s trust and maintain a sustainable level of
research participation and a constant pace of scientific progress with how its platform

.
o
o3
< S
)
m-‘
£ 5
o9
a
"8
X
33
59
5 3
N O
< T
7
® 2
< 0
o I
o
€ c
5w
2o
o
39
© 9
25
o
K]
c 2
® @
e 8
<2
o O
=]
5 3
[
o 3
< 5
[¢]
N

22 The term “covered entity” under HIPAA refers to individuals or entities that transmit health information for transactions such as healthcare claims, payment, and remittance advice,

healthcare status, coordination of benefits, enrolment and disenroliment, eligibility checks, healthcare electronic fund transfers, and referral certification and authorization. Steve Alder,

“What Are Covered Entities Under HIPAA?”, (18 October 2020), online: HIPAA Journal <https://www.hipaajournal.com/covered-entities-under-hipaa/>.
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works. However, its users still lack assistance complying with all the different aspects of
responsible data sharing, particularly with respect to their specific privacy obligations. D-
PATH helps EpiShare’s users (and other data processors) navigate through the complex
privacy legal systems of a growing number of jurisdictions. The level of complexity of
legal privacy systems varies depending on the jurisdiction. Whereas some jurisdictions
have one specialized law applicable across the country, others have overlapping laws
with different levels of competence that need to interoperate. An example of the latter is
Canada, where given the provincial and federal division of competence, data
processors must navigate through provincial and federal laws that focus on private or
public bodies and even through laws that, despite focusing on matters other than
privacy, include provisions that touch on privacy-related issues. When considering the
international context, this complexity is naturally amplified.

[23] D-PATH differs from the similar tools we identified in its unique focus on privacy
and data protection, its concrete and useful output, and its potential to extend to other
jurisdictions. Whereas the four tools we covered address privacy issues to a certain
extent, only D-PATH and Canada’s OPC tool specialize in privacy matters. Nonetheless,
the latter’s output is very general, as opposed to D-PATH’s, which provides very specific
answers for some jurisdictions without an equal. Moreover, the scope of each of those
tools is limited to one jurisdiction (e.g., European Union, the United States, or Canada)
without an easy path toward expansion. Contrastingly, D-PATH was always designed to
be expandable. Finally, while DSW provides concrete and practical outputs similar to
what D-PATH does, D-PATH focuses more specifically on privacy and data protection
aspects of data sharing and provides a unique level of specificity.

AREAS OF FUTURE IMPROVEMENT

[24] D-PATH is currently a proof-of-concept tool. With that, several limitations should be
acknowledged. Firstly, in its immature form, D-PATH has limited jurisdictional coverage.
It primarily focuses on Quebec (Canada), the E.U.’s GDPR, and several best-practice
documents. Given that D-PATH was devised in the context of EpiShare, logically, its first
iterations started with Quebec and Canada. However, despite the tool’s currently limited
scope, a key characteristic of D-PATH is that it can be expanded to incorporate different
jurisdictions and best practices. In the future, we envision D-PATH expanding to multiple
jurisdictions, best practices, and ethics policies. For example, it has been suggested
that D-PATH would benefit from integrating aspects of Indigenous Data Governance
best practices such as OCAP (Ownership, Control, Access, Possession) (FNIGC,
2018). At present, D-PATH demonstrates the value and feasibility of an online tool in
guiding stakeholders to fulfill their data sharing responsibilities.

Sharing

[25] It must also be noted that privacy laws and their legal interpretations are actively in
flux. Key variables and concepts are highly context-dependent. Definitions will change
depending on new developments, such as court cases and official guidance documents.
This means a tool like D-PATH must be actively maintained and updated to remain
useful. Relatedly, this also means that there are relevant topics that D-PATH cannot
hope to comprehensively provide guidance on.
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[26] An example of this is determining when data becomes personal and, relatedly,
when data is considered de-identified. Identifiability is a significant factor in the decision-
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making tree. In many cases, this distinction (of whether data is identifiable or not) will be
apparent, but in some cases, additional guidance will be important in contrasting
personal and non-personal data. Further complicating matters, these ideas may even
differ between jurisdictions. In the future, D-PATH will direct users to informative
discussions or expert articles on topics where the state of the law(s) is particularly
nascent and under discussion.

[27] Privacy laws and responsible data sharing practices are important for achieving a
favourable balance between data sharing and research participants’ privacy. However,
the complex nature of these tools can be a significant challenge for data sharing. D-
PATH makes an important contribution by providing relevant stakeholders with clear and
concrete knowledge of the primary privacy and data-protection obligations that data
processors must and should respect. By simplifying and organizing these obligations in
an intuitive and lay manner, D-PATH has the potential to facilitate responsible data
sharing significantly. In the early 2020s, Atrtificial Intelligence (A.l.) tools have witnessed
a remarkable advancement, developing at an astonishing rate. Over the course of just
three years, from 2020 to 2023, the emergence of A.l. tools has been dramatic, as they
have become increasingly helpful in a variety of settings and have become capable of
handling ever-more complex tasks (Salvagno, Taccone & Gerli, 2023). The current
proof-of-concept version of D-PATH does not include A.l. support, but it is feasible that
future iterations will. If integrated, A.l. could make the tool even more useful and
accessible. This would be consistent with D-PATH’s purpose to simplify privacy and
data-protection obligations to promote responsible data use.

Code Availability

D-PATH’s source code is made available at https://github.com/c3g/d-path under the free
and open-source software license Apache 2.0 license
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Figure 1. D-PATH'’s scope of laws considered
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Table 1. Examples of obligations and practices displayed after using D-PATH

Laws and Policies

Quebec Law
Act Respecting Access to Act Respecting the Sharing Act to Establish a Legal
Documents held by Public of Certain Health Information Framework for Information
Bodies Technology
Act Respecting Healthcare PIPEDA Principles

Services and Social Services

Accountability = Lawfulness of Use, Storage, Transfer and Protection  Security and Safeguards
ID Person with highest authority in a public body or designate a person so they are accountable for the compliance of the
organization with corresponding laws. (1,2,5)

Implement procedures to receive and respond to complaints and inquiries from users/clients. (5)

Implement/require practices/policies for training staff regarding the policies/practices of the organization, including those
regarding privacy/security. (5)

European Laws - GDPR

Accountability —Lawfulness of Use, Storage, Transfer and Protection = Security and Safeguards

Processing by a processor is governed by a contract that specifies their obligations with respect to the data, processing and to
the controller, the measures that need to be taken, and the obligations the controller undertakes. (Art. 28.3, 40.3, 42, Rec. 79,
81)

Contracts between the controller and the data subject contain details about the consent (e.g. contact details of the controller,
purpose, recipients or categories of recipients, location of processing, contact of data protection officer, etc.) and obligations
and necessities associated with the controller's performance that make processing of personal data lawful. All relevant
information shall be transparent, concise and intelligible, easily accessible, using clear and plain language.

Processor shall only grant access in accordance with the controller's instructions/authorization. This access and any other
processing shall be governed by a contract. The contract shall state the details of the access and ensure the confidentiality
and security of the data, and all the appropriate technical and organizational measures are implemented. (Art. 28, 29, 32.4,
Rec. 80)

Processors and controllers shall have contracts with other processors or recipients in third countries or international
organizations to establish and ensure appropriate security measures when personal data is transferred to those countries or
organizations. (Art. 40.3, 42, 46)

Personal data shall be processed lawfully, fairly, and in a transparent manner in relation to the data subject. It should be
collected for specified, explicit and legitimate purposes or as mandated by law. The processing shall be relevant and limited to
what is necessary for the purposes expressed. This information shall be contained during the consent process. (Art. 5, 6 )
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Further processing for archiving purposes in the public interest, scientific or historical research purposes or statistical
purposes is not incompatible with initial purposes. (art. 5,1(b), 89.1)

Processors and controllers must ensure within their performances appropriate security and confidentiality, including preventing
unauthorized access or use of data and equipment, unlawful processing, and/or accidental loss, destruction or damage. They
should evaluate the relevant risks. This obligation includes making sure authorized personnel undertakes the same obligations.
(Art. 5.1(f), 28.3(b), Rec. 39, 83)

Data protection officers are bound by secrecy and confidentiality throughout their performance. (Art. 38.5)
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Data subjects have the right to have the controller rectify or complete their personal data when inaccurate or incomplete. (Art.
16)
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Best Practices (Optional)

GA4GH Framework GA4GH Data Privacy and GA4GH Data Security
Security Policy Infrastructure Policy
IHEC ISO 27799 & 27001

Accountability Lawfulness of Use, Storage, Transfer and Protection = Security and Safeguards
Technical and security measures: Technical and physical security measures should:

- provide safeguards ((e.g., controlled access, pseudonymization/anonymization, encryption, etc.) proportionate to security risks
(e.g., unauthorized access; data loss; misuses). (1,2,3,4,5)

- comply with regulations, standards and demands from providers. (2,3,5)
- set up risk assessment and monitoring procedures. (2,3,5)
- include configuration management and upgrades of hardware and software. (2,5)

- include protections against physical risks (e.g., natural hazards) and set emergency and disaster management plans (e.g., with
regular back-ups). (2,3,5)

Guidelines and measures for safe, lawful disclosure, transfer and storage: Have procedures, practices and policies in place to protect
privacy and confidentiality that are documented and that comply with relevant guidelines and regulations (1,2,3,4,5)

Data sustainability for future uses (when consented and lawful) and data interoperability are encouraged. (1,2,3,4,5)
Ensure that cloud service providers have independently audited against comprehensive and internationally recognized and respected

information security standards (International Organization for Standardization (ISO) and Statement on Standards for Attestation
Engagements (SSAE)). (2,5)

Procedures in case of data breaches: Data processors should document procedures for monitoring system activities, report
vulnerabilities and notify breaches. (1,2,3,5)

Supplementary Material

Table 2. Canadian Privacy Laws grouped by their sector
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Province /
Territory

Law

Freedom of
Information and
Protection of

Personal Health
Information Act,

Manitoba’s privacy

Privacy Act law relating to
health records
Right to Personal Health
Information and Information
Protection of Privacy and
Privacy Act Access Act
Access to Personal Health

Information and
Protection of
Privacy

Access to
Information and
Protection of
Privacy Act

Freedom of
Information and
Protection of
Privacy

Information Act

Health Information

Act

Personal Health
Information Act

Part XX of the
Municipal
Government Act

Personal
Information
International
Disclosure Act

Access to
Information and
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Privacy Act
Freedom of Municipal Freedom  Personal Health
Information and of Information and Information
Protection of Protection of Protection of @
Privacy Act Privacy Act Privacy Act §
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Province /

Territory

Freedom of Health Information

Information and Protection Act
Protection of
Privacy Act
Access to Health Information
Information and Privacy and
Protection of Management Act
Privacy Act
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Figure 2. Information Classification Decision Tree : This decision tree illustrates the logic behind how
D-PATH classifies the applicable type of information based on the user’s inputted answers. After
information classification, D-PATH then identifies the relevant laws or policies applicable
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Figure 3. The Legal Decision Tree in Canada : This diagram provides an overview of how information is
also classified based on who performs the information processing
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Figure 4 : This diagram describes how D-PATH classifies information types based on user input. Firstly,
the app established the location/jurisdiction applicable, then based on this, the app assesses whether the
information is personal or not based on general features relating to data identifiability
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Public
Information
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Is the information \
identifable?

Identifiable \
Information

Figure 5 : The following diagram is a representation of the web application and how it is organized. Most
of the logic of the decision tree lies in the main form stage. Here, the users respond to all the questions
and a tailored assessment is provided on the Information page according to their answers
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